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Abstract
Introduction: In the context of the COVID-19 pandemic, the urgent need
for centralized research infrastructures became clear in Germany.
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Based thereon, large multicenter medical research projects, such as
the Network of University Medicine (NUM) were initiated with the aim Hauke Hund2

Christian Fegeler2to collaboratively consolidate and harmonize the medical data of the
individual healthcare providers for research purposes. Stefan Lang3

As a part of the Medical Informatics Initiative (MII), data integration
centers (DIC) have already been established at all university hospitals Peter Penndorf1

Nico Wöller1to provide standardized data sets. In order to comply with the relevant
data protection requirements, a privacy-preserving record linkage (PPRL) Frank-Michael Moser4
is required to enable cross-site merging of patient records. A federated
trusted third party (fTTP) was implemented. Arne Blumentritt4

Ronny Schuldt4Material and methods: Generic use cases were identified, conceptual-
ized and implemented and provide the basis for the research work. Florian Seidel5
Different scenarios such as rare diseases were considered, with the

Peter Brunecker6option to extend the PPRL using additional record linkage methods.
Reto Wettstein7Existing tools such as identity and pseudonym management systems

were expanded regarding their respective functionalities. Lukas Arnecke8

Results: The fTTP enables PPRL and pseudonymization of patient re-
cords. It uses well-established PPRL methods. A pseudonymization Wolfgang Hoffmann1

hierarchy enables the individual’s re-identification e.g., in cases in which
incidental findings require contacting a participant in research projects. 1 Institute for Community

Medicine, DepartmentA clearing procedure is set up to manage potential matches in order to
minimize homonym and synonym errors. Epidemiology of Health Care

and Community Health,Conclusion: The fTTP enables a unified, project-specific pseudonymiza-
tion across multiple participating sites and PPRL. The fTTP enables se- University Medicine

Greifswald, Germanycure linkage of further medical data sources, such as data from clinical
studies or claims data, on a patient-specific basis. The outlined concepts 2 GECKO Institute, Heilbronn
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Zusammenfassung
Einleitung: Im Zusammenhang mit der COVID-19-Pandemie wurde in
Deutschland der dringende Bedarf an zentralisierten Forschungsinfra-
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strukturen deutlich. Daraufhin wurden große multizentrische medizini- Berlin, Project HiGHmed,
sche Forschungsprojekte wie das Netzwerk der Universitätsmedizin Berlin, Germany

 
 

(NUM) initiiert. Diese haben das Ziel, die medizinischen Daten der ein-
zelnen Leistungserbringer zu Forschungszwecken kollaborativ zusam-
menzuführen und zu harmonisieren. Zur Bereitstellung standardisierter
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Datensätze wurden an allen Universitätskliniken im Rahmen der Medi-
zininformatik-Initiative (MII) bereits Datenintegrationszentren (DIZ)
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etabliert. Ebenfalls wurde ein Privacy-Preserving Record Linkage (PPRL)
etabliert, sodass die hohen Datenschutzanforderungen bei der stand-
ortübergreifenden Zusammenführung von Patientendaten erreicht 7 Institute of Medical

Informatics, Universitywerden. Eine federated Trusted Third Party (föderierte Treuhandstelle,
fTTP) ist zu diesem Zweck implementiert worden. Hospital Heidelberg,

GermanyMaterial undMethoden: Als Basis wurden generische Anwendungsfälle
identifiziert, konzeptualisiert und implementiert. Dabei wurden verschie-
dene Szenarien berücksichtigt, wie z.B. seltene Erkrankungen.
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Zusätzlich wurdenMechanismen eingebaut, die die Nutzung von zusätz-
lichen Methoden zur Verknüpfung von Datensätzen bei Bedarf durch
das PPRL ermöglichen. Bereits vorhandene Werkzeuge zur Umsetzung
vom Identitäts- und vom Pseudonym-Management wurden durch ent-
sprechende Funktionalitäten erweitert.
Ergebnisse: Die fTTP ermöglicht ein PPRL und die Pseudonymisierung
von Patientendaten, dabei kommen etablierte PPRL-Methoden zum
Einsatz. Eine Pseudonym-Hierarchie ermöglicht die Re-Identifizierung
einer Person, z.B. bei Zufallsbefunden bei denen die Kontaktauf-
nahme mit dem Studienteilnehmer erforderlich ist. Zusätzlich wurde
ein Clearing-Verfahren eingerichtet, mit dem Ziel mögliche Matches
aufzulösen und so Homonym- und Synonymfehler zu minimieren.
Fazit: Die fTTP ermöglicht eine einheitliche, projektspezifische und
standortübergreifende Pseudonymisierung, sowie ein PPRL. Damit wird
eine sichere Verknüpfung weiterer hinzukommender medizinischer
Datenquellen erreicht wie z.B. Daten aus klinischen Studien. Die skiz-
zierten Konzepte und technischen Umsetzungen können dabei als
Blaupause für weitere Anwendungsfälle dienen.

Schlüsselwörter:Privacy-Preserving Record Linkage, Pseudonymisierung,
föderierte Treuhandstelle, Identitätsmanagement, Datenqualität,
gemeinsame Datennutzung

Introduction
In the context of the COVID-19 pandemic, the importance
of medical data’s (MDAT) timely availability provided by
clinical healthcare settings to monitor and manage
medical care was recognized. Governments worldwide
were under pressure to quickly provide recommendations
and regulations regarding infection control measures
against the spread of the SARS-CoV-2 virus which needed
to be regularly adapted based on the respective infection
situation. It became obvious that centralized infrastruc-
tures were urgently needed to access the existingmedical
data which is held. They are decentralized by various
healthcare providers for research purposes in order to
ensure data-based decision-making. The Network of
University Medicine (NUM) was initiated in April 2020,
whereby all 36 university hospitals in Germany collabor-
ated to establish research data infrastructures in order
tomonitor the current healthcare situation, to coordinate
multicenter research projects and to prepare for future
pandemics. Currently, 13 interdisciplinary research pro-
jects were initiated to gain rapid and robust findings to
answer urgent research questions [1].
However, various challenges arose during the establishing
and implementing of centralized (national) research infra-
structures in Germany. This include a coherent data

format for data collection, heterogeneity for different de-
centralized hospital information systems, or merging dif-
ferent data sources into one (e.g. electronic health re-
cords (EHR), laboratory data, radiological data and
pathology reports, which are recorded using varying
electronic systems depending of the hospital). Therefore,
the Medical Informatics Initiative (MII) established data
integration centers (DIC) for each of the 36 university
hospitals to harmonize and unite MDAT for research
purposes. The NUM CODEX (COVID-19 Data Exchange
Platform) project [2] aimed to implement a central COVID-
19 research platform to provide data sets in the GECCO83
(German Corona Consensus) [3] format for multicenter
research in a patient-related pseudonymizedmanner [4].
The NUM-RDP (NUM Routine Data Platform) follow-up
project [5] was built on the previously established CODEX
project’s infrastructures and components of the MII [6]
and extended the available data with routine data. Several
structural and organizational as well as data protection
issues were collaboratively discussed. One key aspect in
this context is that one person’s data within different
systems and across different data sources is merged in
a secure and person-specific manner, as an individual’s
medical data are often collected and stored at multiple
sites.
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Different datasets referring to the same person may ap-
pear multiple times in a multicenter study. Local trusted
third parties (TTP) were established at each DIC, which
match, merge and manage personally identifiable infor-
mation (PII), manage pseudonyms, manage the patients’
informed consents (IC), and coordinates withdrawal pro-
cesses if requested by the patient. Beside these decen-
tralized components a federated trusted third party (fTTP)
that performs a privacy-preserving record linkage (PPRL)
and generates cross-site pseudonyms was needed. The
goal is to link a person’s MDAT based on an error-tolerant
record linkage method, so that all their data sets can be
linked and result in a complete data set. In contrast to
countries like the United Kingdom or South Korea [7], in
Germany there is no unique identifier available [8] so that
PIIs, such as first name, surname, gender, or date of birth
are used to determine whether two records belong to the
same person. Due to incorrect variations of PIIs, a record
linkage can lead to ambiguous matching results. To re-
solve these cases, a clerical review is conducted, which
involves amanual assessment to determine whether two
data records belong to the same person. This is important
to minimize duplicate records for the same person so-
called synonym errors.
To protect data privacy, PPRL approaches allow to link
PII belonging to the same person without revealing the
attribute values [9]. A well-established method for PPRL
is the usage of bloom filters (BF) at the data collecting
site [10], [11], [12]. A BF is a bit vector of length n and
is initially occupied by n zeros [11]. The BF is a data
structure in which information is hashed by switching bit
positions to one. In contrast to other hashing methods
likeMD-5 or SHA1, small differences within the input data
result in a similar BF. As a consequence, BFs allow simi-
larity comparisons based on individually encoded attri-
butes so-called field-level BF [13] (e.g. the first name), or
based on merged BF of various attributes so-called cryp-
tographic long-term keys (CLK) [12], [14]. To prevent at-
tacks against BF [12], [15], [16], [17], [18] e.g. dictionary
or frequency attacks, a combination of random hashing,
CLK and additional hardening techniques are preferred
[12], [19], [20], [21], [22], [23]. The similarity comparison
of BFs is performed by a linkage unit [24]. Regardless of
the used BF method, the probability of having the same
input data increases themore bit positions align between
two BFs. The Tanimoto coefficient may be used as a
similarity measure for bit vectors [25].
After record linking it is essential to generate pseudonyms
that refer to one person. A pseudonym is – in the best
case – a context-free string based on random characters.
A pseudonym – in principle – enables a person’s re-
identification e.g. to allow a contact in case of incidental
findings [26].

Objectives
This publication describes different use cases, initial
technical implementation as well as conception of a fTTP
exemplified by the German projects CODEX andNUM-RDP
based on consolidated general concepts of the MII. The
fTTP shall support both a cross-site PPRL with encoded
PII in form of BF and, if necessary, a selective PII matching
for clerical reviews. Moreover, a core feature is supporting
the uniform secondary pseudonymization of MDAT for
data transfers.

Material and methods
The NUM-RDP project [5], requires a secure cross-site
record linkage in a privacy-preservingmanner for medical
data matching. The NUM infrastructure provides central
components: a fTTP that performs the PPRL and gener-
ates cross-site pseudonyms for medical data sets, a data
transfer hub (DTH) [27] that transfers MDAT from the
DICs to the routine data platform and replaces pseudo-
nyms interactively with the fTTP, and a central routine
data platform to provide pseudonymized MDAT to re-
searchers.
TheMII developed basic options for federating local TTPs
[28]. The main fTTP’s functions are the unified pseudo-
nymization across all connected DICs and a record linkage
in a privacy-preserving manner. This results in a PPRL
able to assign project-specific, cross-site pseudonyms to
one person allowing for linkage between all MDAT collec-
ted at multiple sites for the individual. Taking into account
the separation principle [29], [30], MDAT and PII are
separated and only data required for record linkage is
transmitted to the fTTP. Thus, the fTTP receives encoded
PII in form of BF.
The TTP’s identity management classifies the compared
records asmatching, potentially matching or not match-
ing based on the calculated attributes’ similarities [8],
[31]. In case of a potential match, a clerical review is of-
ten performed manually comparing the matching attri-
butes (e.g. first name, surname, birth date etc.) and
classifying the data sets asmatch or no match [8], [32].
Although PPRL and PII based record linkage methods
achieve the samematch quality [30], in cases of potential
matches, a clerical review is necessary [8]. By design,
data correction or clearing is not possible with BF alone.
In the cases of potential matches with a BF, a following
record linkage using PII may be necessary in particular
cases, containing a low number of patients and the aim
of minimizing homonym and synonym errors [28].
Therefore, the fTTP is separated into two components:
fTTP-probability, for PPRL as default record linkage
method and fTTP-clearing, in cases of potential matches
with a following project-specific record linkage in cooper-
ation with the respective DIC and a temporary cache of
PII, to increase the data quality. The separation of the
two components ensures BF’s and PII’s separation and
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enables the processing at different locations and, if ne-
cessary, by different organizations.
The requirements regarding functionalities, infrastructure
and desired pseudonym hierarchy are project-specific.
The RDP project is used as an example to describe the
fTTP.

Identification of use cases and processes

In terms of the concept of decentralization within the MII
and a clear separation of the DIC’s responsibilities, the
following prerequisites apply:

1. DICs are responsible for verifying persons’ consents
to ensure that persons permit data transfers of their
MDAT for research. Only persons with a valid consent
are registered at the fTTP.

2. DICs generate the CLK-BF based on PII and the same
BF method so that BF can be compared within the
fTTP. Only a few types of errors can be detected by
the fTTP like different BF lengths.

3. PII used in the DICs are complete and correct so that
MDAT are only merged based on BF that were gener-
ated based on real and correct PII.

The fTTP-probability performs a PPRL and generates,
links, and manages site-specific and cross-site pseudo-
nyms. Having site-specific pseudonyms for each patient
assures the patient’s previous treatments to be un-
educable at other sites. DICs transfer encrypted MDAT
as well as their site-specific pseudonym to the DTH. The
DTH requests the cross-site pseudonym from the fTTP.
The cross-site pseudonym and the encrypted MDAT are
sent to the routine data platform. Only the cross-site
pseudonym is known to the routine data platform. Sub-
sequently, the MDAT source and institute remain anony-
mous. Additionally, MDATs are pseudonymized through
transfer-specific pseudonyms generated and linked by
the fTTP when exporting them to a researcher. De-
pseudonymization is possible to re-contact a patient in
accordance with the law “Right of access by the data
subject” (Article 15 EU GDPR (General Data Protection
Regulation)). In these instances, the fTTP needs to cooper-
ate with the DICs as they keep the patient’s PIIs.
The fTTP-clearing performs a record linkage on temporar-
ily cached PII. This process is triggered only when a record
linkage based on BF within the fTTP-probability reaches
a potential match. For projects with large cohorts this
component can be omitted if not needed. Projects con-
taining small numbers of participants (e.g. in the context
of rare diseases) may require correct matching, an fTTP-
clearing should be added to minimize matching errors.

Results
We identified these four use cases to enable a PPRL,
pseudonymization, and clearing within the fTTP:

• Use case 1 (UC1): Person registration based on BF
and generating site-specific and cross-site pseudonyms

• Use case 2 (UC2): Re-pseudonymization of site-specific
pseudonyms to cross-site pseudonyms

• Use case 3 (UC3): Generating project-specific transfer
pseudonyms for data transfers to researchers

• Use case 4 (UC4): Clearing process to resolve potential
BF-matches by accessing PII

(UC1) Person registration based on BF
and generating of site-specific and
cross-site pseudonyms

UC 1 comprises the registration of persons triggered by
a local TTP. The fTTP performs a PPRL based on the
transferred BF and classifies the result asmatch, poten-
tial match or no match. During the initial registration re-
spectively if the classification is no match, two pseudo-
nyms are generated:

1. The site-specific pseudonym that is only disclosed to
the site sending the BF.

2. The cross-site pseudonym that is only disclosed to
the routine data platform and uniquely references a
person in the entire project across all sites.

If a person is already known, due to a previous registration
by another DIC, the fTTP classifies the BF asmatch. Solely
a site-specific pseudonymwill be generated and assigned
to the existing cross-site pseudonym. If a site sends the
same BF multiple times, the fTTP will always reply with
the same site-specific pseudonym. To complete a person’s
registration process the fTTP sends a BF-specific response
containing the site-specific pseudonym to the registering
DIC.
In case of a potential match, UC4 will be triggered as a
sub process. The registration process based on BF is
summarized in Figure 1.

(UC2) Re-Pseudonymization of
site-specific pseudonyms to cross-site
pseudonyms

If MDAT is transferred from one DIC-site to the routine
data platform, UC2 describes the data re-pseudonymiza-
tion with the fTTP’s support. The DTH initiates this re-
pseudonymization by sending site-specific pseudonyms
to the fTTP. They validate the pseudonyms and respond
with the assigned cross-site pseudonyms. The DTH is re-
sponsible for replacing site-specific pseudonyms with
cross-site pseudonyms as well as sending MDAT to the
routine data plattform. The process is summarized in
Figure 2.
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Figure 1: Process to register a person in the fTTP-probability
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Figure 2: Process of re-pseudonymization by the DTH interacting with the fTTP

Figure 3: Process of requesting a project-specific pseudonym by the Routine Data Platform

(UC3) Generating project-specific pseudonym, assigns it to the cross-site pseudonymwithin

pseudonyms for data transfers to the pseudonym hierarchy and forwards the project-
specific pseudonym. Based on it, the fTTP can determine

researchers which persons were involved in which projects. For inci-
dental findings occurring during a research project which

If the routine data platform gets a request for an MDAT- allow for hierarchy also allows to resolve the pseudonyms
transfer intended for a specific research project, an addi- in cooperation with the registering DIC to re-contact the
tional project-specific pseudonym will be generated. The respective person. The process for generating project-
researchers receive only MDAT containing project-specific specific pseudonyms is summarised in Figure 3.
pseudonyms for their particular project. First, the routine
data platform requests the fTTP with the known cross-
site pseudonym. The fTTP generates a new project-specific
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(UC4) Clearing process to resolve
potential BF-matches by accessing PII

If UC1 triggers a clearing process, it is executed before
pseudonyms are generated and transferred to the request-
ing DIC. At least two DICs have to be informed: (1) the
DIC that sent the BF causing to a potential match and
(2) one or more DICs that previously registered a BF that
is now a potential match. (1) Instead of a site-specific
pseudonym, an information about the potential match
will be sent so that the DIC can send PIIs to the fTTP-
clearing. The DIC can periodically request a task system
to realize this. For (2), DICs are informed of a potential
match by their respectively known site-specific pseudo-
nyms. These DICs then send the corresponding PII to the
site-specific pseudonyms. In both cases, the DICs receive
a list of requested project-specific PIIs (e.g. first name,
surname, birth date, etc.).
When all involved DICs have sent PIIs to the fTTP-clearing
a record linkage based on PIIs is processed. This is an
automatic process, but in case of potential match (based
on PII) may require clerical review. The DIC’s consultation
may be necessary for data correction or additional data
provision. After the (automatic or manual) classification
into match or no match, the fTTP-clearing deletes the
cached PIIs and sends the result to the fTTP-probability,
which in turn generates pseudonyms. The DIC, whose BF
triggered the clearing process, obtains the site-specific
pseudonym. This process is depicted in Figure 4.

Technical implementation
The fTTP’s technical infrastructure setup is in accordance
with the recommended measures for segmentating net-
works by the Federal Office for Information Security (BSI)
[33]. This includes a demilitarised zone (DMZ), which
implements the site’s authentication by using a client
certificate. In addition, access is only granted for approved
IPs or via a site-specific login. Connections are routed
through an additional internal transfer zone. Applied tools
for record linkage, pseudonym management, and work-
flow realization etc. are processed within a separate
trustee zone. The components of fTTP-probability and
fTTP-clearing are performed by different logical machines,
subsequencly PIIs and BFs are never on the same logical
system. Each DIC receives a site-specific API key that only
allows access to DIC permitted functions. For example,
the DTH may only perform re-pseudonymization, and a
local TTP may only register persons. This concept fullfills
the requirements of large national projects like the Ger-
man Centre for Cardiovascular Research (DZHK) [34] or
German National Cohort (NAKO) [35] working with PIIs,
however, the fTTP receives only BFs in most cases.

Figure 4: Process of clearing bloom filter based potential
matches by the fTTP-clearing
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The technical interfaces were specified in Health Level 7
(HL7) Fast Healthcare Interoperability Resources (FHIR®)
as required by MII and NUM. To ensure FHIR® conformity,
the company Gefyra (https://gefyra.info/) was commis-
sioned to support the specification process to validate
corresponding implementations and to propose correc-
tions if applicable. The interfaces were continuously
documented in the public Simplifier project of the Inde-
pendent Trusted Third Party of the University Medicine
Greifswald [36]. A public ballot for comments according
to the HL7 guidelines was successfully processed as well
as all community comments, including stakeholders from
all four MII consortia.
A technical connection can be established through the
provided REST-interface. Beside other frameworks in
NUM and MII the wide-spread data sharing framework
(DSF) [27], [37] allows for a direct connection to the fTTP.
Therefore, most of the DICs do not require a proprietary
implementation of the fTTP interfaces.
The technical implementation is based upon well estab-
lished TTP-tools developed by the Independent Trusted
Third Party of the University Medicine Greifswald. The
implementation of the FHIR interfaces was realized by
the Trusted Third Party FHIR Gateway (TTP-FHIR Gateway)
using the HAPI FHIR imlementation for HL7 FHIR [38],
[39]. This FHIR®-specific, supplementary module coordi-
nates and validates incoming FHIR® requests and for-
wards them to the assigned fTTP-components. Specific
processes are modeled using the workflowmanagement
component TTP Dispatcher [40]. It allows a connection
to the identity management system (E-PIX® [28], [31])
that performs PPRL as well as the pseudonym manage-
ment system (gPAS®) to generate pseudonyms and imple-
ment pseudonym hierarchies.
E-PIX®was extended by functionalities for generating and
similarity-based matching of BFs. Thus, local TTPs are
able to generate the required BFs with a local instance
of E-PIX®. The fTTP is able to match BFs, therefore, E-PIX®

is used within the fTTP as well. E-PIX® was published for
public use.
All these tools are available for interested sites as they
are open source (https://github.com/mosaic-hgw/). This
allows a fast and easy way to implement the technical
components that allow a connection to large national re-
search networks like the MII and NUM. Extending the
networks i.e. including more institutions, e.g. hospitals
and major private practices as sources of medical date,
poses a prospective challenge for the future.

Discussion

Bloom filter among other PPRL
techniques

BFs are a popular method for PPRL. Other PPRL tech-
niques like secure multi-party computation (SMPC) are
provably secure, however, they are costly in regards of
communications and computation [23], [24]. Due to the
need of a quick and easy solution, BFs were chosen as
a well-established method for PPRL. In combination with
state of the art methods and hardening mechanisms,
BFs are a secure solution. Attackers, besides overcoming
security mechanisms,must prepare highly to gain access
to BFs [17]. In addition, the most prevalent local identity
management solutions used by the DICs in NUM and MII
already have implemented BF methods. Hence, they use
existing tools for BF instead of establishing a new infra-
structure for SMPC. Finally, SMPC is not a replacement
for an fTTP as it is an organizational unit with responsib-
ilities beyond record linkage to transparently and respon-
sibly address legal and technical requirements, such as
right of access and standardized pseudonymization.
Cross-site record linkage methods based on PII are well-
implemented in multicenter research infrastructures like
the DZHK or the NAKO. There, potential matches range
between 1.3% and 7.2%, which were manually resolved
through clerical review [41]. Based on the fact that BFs
lead to the same matching results as unencrypted PIIs
(33), it is assumed that a similar number of potential
matches occur.
At the end of March 2021, a first demonstrator event
showed the correct implementation of UC1 and UC2 with
the help of the Charité – University Medicine Berlin, the
University Hospital Heidelberg and the DTH, which is being
operated at Heilbronn University [42]. All 34 DICs of NUM-
RDP implemented a validated connection to the fTTP
since November 2022.

Supporting orchestration of consent and
withdrawal processes

A patient’s valid informed consent (based on the MII
broad consent) is the legal basis for processing and sci-
entific use of routine health-care data in NUM. Currently,
the patient’s consent is locally documented and pro-
cessed at the university hospital’s local TTPs. In order to
be able to implement patients’ data protection rights in
conformity with the GDPR, the central platform of RDP
may only provide research data for scientific analyses if
the validity of the informed consent has been unequi-
vocally ensured by the NUM-RDP project. A federated
consent management would be an expedient extension
to the fTTP-concept for orchestrating cross-site consents
and withdrawal processes in order to support the correct
and timely implementation of data subjects rights at the
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NUM sites and to the RDP project in a transparent, con-
sistent and uniform manner. Currently, limited MDAT, i.e.
only a few hundred persons, were transmitted to the
routine data platform. The reasons for this include the
fact that the establishment of the required informed
consent was delayed by local ethics committees’ disap-
proval. Some sites still recruit only small numbers of
participants. Therefore, so far there were no potential
matches, and no clearing has been necessary so far.
For the first time, a foundation for multi-center use of
medical data has been established for research purposes
within the framework of NUM by all university hospitals
in Germany. This can be prospectively expanded for un-
expected events like pandemics. An objective is to extend
the networks by including more institutions e.g. local
hospitals and private practices as sources for medical
data. Synthesizing on other project’s experience with
more involved institutions (e.g. DZHK), we presume a
similar scalability of the fTTP. The fTTP and PPRL concepts
presented here can also serve as a blueprint for further
secure intersectoral multicenter research projects in-
volving the linkage of medical data from different data
sources. The principles and use cases outlined in this
article are in general transferable. The tools used for re-
cord linkage and pseudonymization are available as open-
source tools. Each university hospital’s DIC was needed
due to the heterogeneous data acquisition systems in
Germany. On the one hand, it further standardizes data
formats and, on the other hand, harmonizes the different
data acquisition systems at the hospital level.

Limitations

A decentralized infrastructure is based on distributed re-
sponsibilities and trusts that each site will fulfill its due
diligence. The fTTP is not able to validate collected in-
formed consents. It must, therefore, rely on the fact that
only BF and PII from consented persons are transmitted
and withdrawals are communicated promptly. Automatic
processes can reduce efforts and delays in communica-
tion.
The clerical review within the fTTP-clearing can improve
the linkage quality and help to detect errors within the
data. In this case requesting PIIs from sites that trans-
ferred BFs for potential matches is required. Only avail-
able PIIs, which are often used to generate BFs, can be
requested. In other contexts, such as cancer registries,
additional data sources (e.g. civil registers) are already
implemented to resolve potential matches correctly.
Therefore, only potential matches with obvious errors
within PII can be resolved. In addition to the technical
connection, the integration of other data sources also
requires a legal evaluation, especially if data come from
multiple federal states.

Conclusion
The federated trusted third party was technically designed
and successfully implemented into NUM CODEX/RDP
projects based on consolidated MII concepts. The initial
MII concepts were further developed in collaboration with
local trusted third parties and data transfer hub as part-
ners. They were also consolidated and specified by FHIR
means for all practical purposes implemented using HAPI
FHIR. As of right now, all NUM DICs are connected. In the
future, various existing and new NUM projects will be
connected to the NUM-RDP infrastructure in order to
provide further data for medical research from various
data sources. The concept and technical implementation
outlined here can serve as a blueprint for further multi-
center research initiatives requiring a secure and person-
specific linkage of different data sources.
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Notes

Availability of data and material

The referenced FHIR documentation is available from
https://www.ths-greifswald.de/fttp/fhir/ig/stable. The
referenced tools for identity and pseudonym manage-
ment are available from https://www.ths-greifswald.de/
en/researchers-general-public/e-pix/ and https://
www.ths-greifswald.de/en/researchers-general-public/
gpas/.
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